Hpunoxkenue Ne2. UH(popManuOHHAA NAMATKA AJIs
00y4YaroIUXCcs ISl pa3MeneHus Ha 0pUuIHaAIbHBIX
HNuTepHer-pecypcax

C Kax/1pIM I'OZIOM MOJIOIEKH B HHTEPHETE CTAHOBUTHCS 0OJIbIIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexxay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYKHOCTEH, HHTEPHET HECET U MPpoOeMbl. DTa namsTKa JOHKHA IIOMOYb Tebe 6e301acHo
HaxXOJIUTHCS B CETH.

Komnbrorepabie BUPyChbl

KoMmmbroTepHbIif BUpYC — 3TO pa3HOBUIHOCTh KOMITBIOTEPHBIX IPOTPaMM, OTJIMYUTEIHHOM
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTH K Pa3MHOXKEHHUIO.

B nononHenne K 3TOMy, BUPYChl MOTYT IOBPEIUTH HIIU IOJHOCTHIO YHUUTOXUTH BCE (hailiibl 1
JaHHbIE, TIOJJKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHH KOTOPOro ObLIa 3amylieHa 3apaxEHHas
IIpOrpaMMa, a TakyKe MOBPEIUTh UIIU J1aXK€ YHUUTOXKUTH ONEPALMOHHYIO0 CUCTEMY CO BCEMU
daitnamu B 11enoM. B 60bIIMHCTBE Clly4aeB pacpOCTPaHSIOTCA BUPYCHI Uepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonb3yii coBpeMeHHbIE ONIEPallMOHHbIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrostHHO ycTaHaBiIMBal MauTH (U(PPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOTKU MPOrpaMMBbl) U Jpyrue OOHOBJIEHUS CBOEH
OTIepaIMOHHON cucTeMbl. CKauMBai UX TOJIBKO ¢ OPHUIIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cyuiecTByeT pesKuM aBTOMATHYECKOI0 OOHOBJICHUS, BKIIIOUH €T0;

3. Paloraii Ha cBOeM KOMITbIOTEPE TIOJ] IIPAaBaMH ITOJIB30BATENS, & HE a/IMUHUCTPATOpa. ITO
HE M03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTrPaMM MHCTAJIIMPOBATHCS HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE POTPaMMHBIE MPOTYKTHl U3BECTHBIX MPOU3BOUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannub GpU3HUECKUI TOCTYI K KOMIBIOTEPY /1Sl IOCTOPOHHUX JIUII;

Hcnonp3yil BHEIIHKME HOCUTENH UH(OpMaLIUK, TaKue Kak (ierika, TucK Win (aiin u3

UHTEPHETA, TOJIbKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (ailIbl, TOJYYEHHbIE U3 HEHAEXKHBIX HCTOYHUKOB. J{axe
Te (aiibl, KOTOpBIEe IpUCHIAl TBOM 3HAKOMBIN. JIydile yTOUHM y HEro, OTIpaBIIsi U OH
Tebe ux.

oo

Cerun WI-FI

Wi-Fi - aT0 He Bux mepenaun JaHHBIX, HE TEXHOJIOTHS, & BCETo JIMIb OpeHn, mapka. Eme B 1991
rojay HUAepIaHACKas KommnaHus 3apeructpuposaia openg « WECAy, uro 0603Ha4amo
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hariero BpeMeHHU JIoIuIa Apyras abopeBrarypa, KoTopas sSBISETCS TAKOU ke TeXHOJIOTUEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHuMe OBUIO JaHO C HAMEKOM Ha CTaHIAPT BBICIIHI
3BykoBo# TexHukH Hi-Fi, 4To B mepeBo/ie 03HAUYaeT «BBICOKASI TOUHOCTHY.



Ja, 6ecrutaTHbI HHTEPHET-IOCTYII B Kade, OTEeNAX U adpoIopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTEpHET. HO MHOTHE 3KCIepThI CUMTAIOT, YTO 0O0IIEe0CTYyIIHbIE Wi-
Fi cetu He aBnsitoTcs 6€30MaCHBIMU.

Cosertsl 110 Oe30macHOCTH pabore B 001IeA0CcTynHbIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuuHy0 nHpopMmaiuio yepes odmenocrynusie Wi-Fi ceru. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MAapOJIU JOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;

2. Hcnonp3yii 1 0OHOBIIAN aHTUBUPYCHBIE IPOTpaMMBbI U Opanamayep. Tem cambIM T
o0e3omnacuiib cedsi OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi oTkimroun ¢pynkuuio «O0muit noctym K daitnam u
npuntepam». JlanHas GyHKIUS 3aKpbITa IO YMOTYaHUIO, OJJHAKO HEKOTOPhIE
N0JIb30BATENH AKTUBUPYIOT €€ /715 y100CTBa HCIIOJIb30BaHMs B paboTe miu y4eoe;

4. He ucnonb3yit myonmuansii WI-FI st mepenaym JIMUHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COIIMAJIBHBIC CETH UJIH B AJIEKTPOHHYIO MIOYTY;

5. Hnonp3yi Toapko 3amuiieHHoe coeaquuenne yepe3 HTTPS, a ue HTTP, T.e. npu nHabope
Be0-apeca BBOAM UMEHHO «https://»;

6. B mo6mibHOM Tenedone oTkmoun pynkuuto «llonkmouenue k Wi-Fi aBromatrueckn.
He nomyckait aBTOMaTH4ecKkoro MoAKI0YeHHs ycTpoiicTa k cetam Wi-Fi 6e3 TBoero
coriacus.

CoumnajnHble ceTH

CouuanbHbIe CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIA PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIHAp/ YENIOBEK, YTO SIBISIETCS OJHON
ceIbMOU BCeEX JKUTEJIEN MJIAHETHI.

MHorwue moip30BaTeIn He MOHUMAIOT, 9TO HH(POPMALUs, pa3MeIIeHHast UMU B COIIHATIBHBIX
CeTsX, MOKET OBITh Hali/IeHa ¥ HCIOJIb30BaHa K€M YTOJIHO, B TOM YHCJe He 0053aTeNIbHO C
0JlaruM1 HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

1. Orpannub criucok apyseil. Y 1e0s B Ipy3bsSX HE TOJKHO OBITh CIIy4ailHbIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amuail cBOI0 4acTHYIO kM3Hb. He yka3piBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO
POXACHUS ¥ IPYTYIO TUYHYI0 HH(GOPMAIHIO. 3TOYMBIILIEHHUKH MOTYT HCIIOJIb30BaTh
Jla’ke MH(OpPMAIUIO O TOM, KaK Thl U TBOU POAUTEINH TIAHUPYETE MPOBECTH KAaHUKYIIbI,

3. Bammimai CBOIO peIyTalnio - ACPKH €€ B YHCTOTE | 3a/1aBail cede BOIPOC: XOTEN OBI ThI,
4TOOBI JpyTUe MOJIb30BaTeNI BUAEIH, UTO ThI 3arpyskaemb? [Togymail, mpexae yuem uro-
TO OITyOJIMKOBATh, HAIIUCATD U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HACIllb, HE UCIOJIb3YHl CBOE pealbHOE UM U
JPYTYIO TUYHYIO0 HHGOPMAIIUU: UM, MECTO JKUTEITLCTBA, MECTO Y4eOBbl U IpoYee;

5. MUz6eraii pazmerienus gororpaduii B IHTepHeTE, r11e Thl U300pakeH Ha MECTHOCTH, IO
KOTOPOH MO>KHO OTPEIEIINTh TBOEC MECTOTIOIOKEHHE;

6. Ilpu perucrpanuu B COIMATLHON CETH HEOOXOIUMO HCIIOJIB30BaTh CIOXKHbIE MTAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jns conuanbHOU CeTH, MOYTHI U APYTHX CAUTOB HEOOXOAMMO HCIOIB30BATh PA3HbIE
napoiu. Toraa ecnu Te0s B37IOMAIOT, TO 3JI0YMBIIIJICHHUKH TIOJTYYaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE cpasy.

JJIeKTPOHHBbIE IeHbI'H



DJEeKTPOHHBIE JICHBI'H — 3TO OYE€Hb YJOOHBIN CIIOCO0 IIaTeXel, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIU.

:‘)J'ICKTpOHHBIe JACHBbI'M ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn yHKIMOHUPYIOT M O HUX YK€ TPONKCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB — AaHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 9TO T€, B
KOTOPBIX pa3pemiaeTcs MpoBOAUTH onepanuu 0e3 HaeHTU()UKALUY 1T0JIb30BaTeNs, a B
HEaHOHMMHBIX MJICHTH(DUKALMYU T0JIb30BaTENIs ABISAETCS 00s13aTeIbHOM.

Taroke clieayeT pa3nuyarhb JIEKTPOHHBIE (PHATHBIE AEHBI'H (PaBHBI TOCYJapPCTBEHHBIM BAJIIOTaM)
U JIEKTPOHHbIE He(pUaTHbIe NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 OE30I1aCHOM pa60Te C DJICKTPOHHBIMHU JICHbI'aMU:

1. TlpuBsixu K cueTy MOOUIIBHBIN TeraeoH. ITO caMblif yIOOHBIN 1 OBICTPBIA CIIOCOO
BOCCTAaHOBHUTH JIOCTYI K cuety. [IpuBs3anHbIi TeneoH MOMOXKET, ecir 3a0yAenib CBOI
TUTATEKHBINA ApOJIb WU 3aiiIeIb Ha CAlT C HE3HAKOMOT'O YCTPOUCTBA;

2. HWcnonp3yii omHOpa3oBbie mapoiu. [locie mepexoma Ha YCUIICHHYIO aBTOPU3AIIHIO TeOe
yke He OyIeT yrpoKaTh OMAaCHOCTh Kpa)KH HIIK MiepexBaTa IIATEKHOTO Mapois;

3. Bribepu cnoxubli mapons. [IpecTynHukam OyJeT He POCTO yrajaTh CIOKHBINA Hapoib.
HanexxHble mapoiay — 3T0 Mapoiiu, KOTOPbIE COAepKaT HE MEHee 8 3HaKOB U BKIIFOYAIOT
B ce0sl CTPOYHBIE U IPOIMCHBIE OYKBBI, HU(PHI H HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noJuiapa, pyHTa, BOCKJIMIATEbHBIN 3HaK | T.1. Hanmpumep, $tROng!;;

4. He BBOJIUM CBOU JIMYHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JJOBEPSEIIb.

DJIeKTPOHHAA MOYTA

DJEeKTpOHHAs M0YTa — 3TO TEXHOJIOTUS U IIPEJOCTABIIIEMbIE €10 YCIIYTH 110 IEPEChUIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOIIEHH, KOTOPBIE paclpeesiioTCs B KOMIBIOTEPHON CETH.

OOBIYHO AJIEKTPOHHBIN OYTOBBIH SIIKK BBIVISAIUT CIEAYIOIIUM 00pa3oM:
UMs_T0JIb30BaTESI(@UMSL_JOMEHA.

Taxxe kpoMme nepegaun NpOCTOro TeKCTa, UMEETCS BO3MOXKHOCTh MepeaaBaTh (paisbl.
OCHOBHBIE COBETHI 110 6€30MacHOM paboTe ¢ IIMEKTPOHHOU MTOYTOM:

1. Hagno BbIOpaTh NpaBUIIbHBINA TOYTOBBIN cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE JIOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3pIBaii B 1MuHON nourte Iu4Hyto HHGopmMaruio. Hampumep, ydine BeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» niam «pok2013» BMecTo «remal3y;

3. Hcnonb3yii ABYX3TaNHYIO aBTOPHU3AIMIO. ITO KOTJJa TOMHUMO MapoJist HY’KHO BBOJIUTh
KO/I, IpUChIIaeMbIi 110 SMS;

4. BpiOepu CI0XKHBIN Mapoib. [ Kak10ro MoYTOBOTO SIIKMKa JOJIKEH ObITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTB HalMcaTh CaMOMY CBOM JIMYHBIN BOMIPOC, HCTIONMB3YH ATy
BO3MOKHOCTB;



6.

Hcronb3yil HECKOIBKO IIOYTOBBIX ALUKOB. [IepBbIil I 4aCTHOM NEPENMUCKU C
ajZipecaTamMu, KOTOPBIM ThI IOBEpPSICIb. ITO ANEKTPOHHBIN aJpec He HaJl0 UCIOJIb30BATh
IpU perucTpanuu Ha opyMax U cairax;

He otkpsiBail Qaiinel u Apyrue BIOXKEHUS B MHUCbMAaX Ja)Ke €CIIM OHU MPHILIIH OT TBOUX
npy3ei. Jlydie yro4Hu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiisr;

[Tocne okoHyaHust pabOTHI Ha TOYTOBOM CEPBHCE IMEPe]l 3aKPHITHEM BKIIAJIKU C CATOM
He 3a0y/b HaKaTh Ha «BBIATHY.

Knﬁepﬁymmﬂr NJIX BUPTYAJbHOC U3A€BATECJILCTBO

KubepOymnuHar — npecienoBanue COOOMIEHUSIME, COJIEPKAIUMHI OCKOPOJICHHSI, arpecCulo,
3aIlyTHBaHKE; XyJIUTaHCTBO; COLIMAILHOE OOMKOTUPOBAHKE C IIOMOIIBIO PA3INYHBIX HHTCPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 O0PKOE C KHOEPOYILTUHTOM:

1.

N

oo

He Gpocaiics B 60i1. JIyumuii crioco6: mocoBeToBaThCs Kak cedst BECTH U, €CIIM HET TOTO,
K KOMY MOHO 00paTUTbhCs, TO BHaYalle yCIIOKOUThCS. Eciu Thl HAUHeIb 0TBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIblle pa30kKellb KOH(IUKT;
VYupasisii cBoeil kubeppenyraiuei;

AHOHHUMHOCTB B ceTH MHUMasi. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AQHOHMMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii o0pa3 BUpTyalibHOU xHU3HU. IHTEpHET DUKCHpYET Bce
TBOU JICHCTBUS U COXPAHACT UX. Y NAIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;
Cobmronaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit enuHn4HbIN HeratuB. OJIHOPa30Bble OCKOPOUTENIbHbBIE COOOLIEHMS JTyYIlle
UTrHOpUpOBaTh. OOBIYHO arpeccus NpeKpallaeTcs Ha Ha4yaJbHOU CTa UM,

ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMH COOOIICHUSIMH, B COITMATLHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKHUPOBKU OTIPABKH COOOILICHUI C ONPEeICHHbIX aIPECOB;
Ecnu Tb1 cBUaeTens kubepOyunara. TBou aelicTBUS: BHICTYIIUTh IPOTUB
IIpeCIIe0BaTENsl, T0OKA3aTh EMY, YTO €T0 IEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
NOJJIEPKATh KEPTBY, KOTOPOU HY’>KHA IICUXOJIOTMYECKasi IOMOIIb, COOOIIUTH B3POCIBIM
0 (hakTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOunbHbIi TeseoH

CoBpemeHnHble cMapT(HOHBI U TIAHIIETHI COAEpkKaT B ce0e BIOJIHE B3POCIbIA (QYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTallMOHAPHBIMU KOMIIbIOTEpaMH. OJHAKO, CPENCTB
3alUTHI ISl TOAOOHBIX YCTPOICTB MMOKAa OYE€Hb MaJlo.

TecTupoBaHuE U MOUCK YSI3BUMOCTEW B HUX IPOUCXOIUT HE TAK MHTEHCUBHO, Kak s [1K, To
K€ caMoe KacaeTcsl U MOOMIIbHBIX TIPUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAJIN HACTOJIbHBIE aHATIOTH, OJTHAKO
pacupenue (GyHKIIMOHAJa BIICUEeT 3a c000 OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECCKIE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JyTsi 0€30MaCHOCTH MOOMIILHOTO TenedoHa:



1. Hwuuero He sBIsIETCS MO-HACTOSIIEMY OecTuiaTHRIM. Byab 0cTOpOKEeH, BeAb Koraa Tede
npeiaraT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe-TO TUIaTHBIE
YCIIyTH;

2. Jlymaii, mpexxze 4yem otnpaButh SMS, ¢hoTo niu Buaeo. Thl TOUHO 3HACIIH, TJI€ OHH

OyIyT B KOHEUHOM UTOre?

Heo0OxoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapTdOHa;

Hcnonb3yit aHTUBHPYCHBIE IIPOTPAMMBI JJ11 MOOUITLHBIX TeNIC(OHOB;

5. He 3arpy»xaii npuiaoxeHus: OT HEU3BECTHOTO UCTOYHUKA, BEb OHU MOTYT COJIEP>KaTh
BPEIOHOCHOE MTPOrPaMMHOE 00ecIIeUeHHE;

6. Ilocie Toro kak Thl BBIIICIIB C CaliTa, IJie BBOAWI JIMYHYIO HH(OPMALIKIO, 3ali1U B

HACTPOIKHM Opay3epa u yaanu cookies;

[Tepuoaunuecku mMpoBepsiii Kakue IIaTHBIE YCIYTH aKTUBHPOBAaHbI HA TBOEM HOMEpE;

8. agaii cBoif HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JOASIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsiCIIb;

9. Bluetooth gomkeH OBITH BBIKIIOYEH, KOTIa THl UM HE MOJIb3yenibcsi. He 3a0biBail mHOT 1A
IPOBEPSTH 3TO.

How

~

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI — 3TO KPacOYHbIE, 3aXBAThIBAIOIIUE pa3BICUCHUsI, 00bETUHSIIOIINE
COTHH ThICSY YEJIOBEK M0 BceMy Mupy. rpoku uccineayror JaHHbIH UM MHp, OOIIAI0TCS IPYT ©
JPYTOM, BBIIIOJIHSIOT 3a/1aHUsS, CPAXKAIOTCS C MOHCTPAMHU U IIOJIy4YaroT OMBIT. 3a Y OBOJIbCTBUE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAaOT A00OHEMEHT WJIM IPUOOPETAIOT KAKKE-TO OIILIUH.

Bce aTu cpenctBa uayT Ha mojiepKaHue U pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC NaT4H (1M (POBBIC 3aIlIaTKU
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OIIaCaTbCA HC CTOJILKO CBOHUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3alluA OOIBIIMHCTBA urp.

OCHOBHBIC COBETHI 10 OS30IIACHOCTH TBOCTO HI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 WK co3/aeT TeOe HEMPHUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMUHUCTpATOpPaM UTPHI HA IJI0XOE MOBEIEHUE ITOI0 UTPOKA, JKENATEIbHO

MIPUJIOKUTB KaKUE-TO JTIOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3biBaii 1uuHyto nHpopManuio B mpodaiisie urpsr;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIaabHble MATYU U MOJBI;

Hcrnonb3yil CII0KHBIE U pa3HbIE APOJIN;

Jaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I1oKa ThI Urpaenisb, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.

No ok w

OUIIUHT WA Kpaka JIMIHbIX JaHHbIX

OOBIYHOM Kpameﬁ ACHET U JOKYMCHTOB CCTOAHA YK€ HUKOI'O HE y)lI/IBI/IfIJ_IB, HO C pa3BUTUCM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBINIJICHHUKH MEPEMECTUIINCE B HUHTCPHET, U MMPOAOJIKAIOT
3aHUMAThCS «JTIOOMMBIMY) ACIIOM.

Tak nosiBUIIaCh HOBas yrpo3a: UHTCPHCT-MOILICHHNUYCCTBA UJIN (pHMHHF, TJIaBHaA LECJIb KOTOPOTO
COCTOMT B IMOJIYYCHHUU KOH(l)I/I)IeHI_[I/IaJ'II)HBIX JaHHBbIX IIOJIb30BaTEIICii — JIOTHHOB U naponeﬁ. Ha



aHruiickoMm s3bike phishing unraercs kak gumuar (ot fishing — peiOHas 0B, password —
MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Caenu 3a cBouM akkayHTOM. Ecii ThI I0J103peBaciiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKUPOBATH €€ M COOOIIUTH aMUHUCTPATOPaM pecypca 00 ITOM Kak
MOYKHO CKOpee;

2. Hcnonp3yii 6e3onacHble BeO-CallThl, B TOM YHCJIe, HHTEPHET-Mara3uHOB U TIOUCKOBBIX
CHCTEM;

3. Hcnonb3yii cI0XKHBIC U pa3HbIe Taposd. TakuM oOpa3om, eciiu TeOst B3JIOMAKOT, TO
3JI0YMBIIIJICHHUKH TIOJYYaT JOCTYI TOJILKO K OJJHOMY TBOEMY MPO(QUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3IOMaIN, TO HEOOXOMMO MPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIC

no0aBiieHb! y TeOs B IPY3bsIX, O TOM, YTO T€Os B3JIOMAJIU M, BO3MOXKHO, OT TBOETO UMEHHU

OyzeT pacchuIaThCs ClIaM M CChUIKU Ha (DUIIIMHTOBBIC CAMTHI,

YcranoBu HagexxHbil apois (PIN) Ha MoOMIBHBIH TenedoH;

OTKIJIFOUM COXpaHEHHUE MapoJisl B Opaysepe;

7. He oTtkpsiBaii (aiiisl u qpyrue BIOKEHHS B MUChMAX JIaXKe €CITM OHU MPHUIIUTH OT TBOMX
npy3eit. Jlydine yTouHH y HUX, OTHPABJISUIN JIM OHU TeOe AT (aiibl;

SRl

HudpoBas penyranus

[Mu¢posast penyranus - 3T0 HEraTUBHAsI UM MO3UTHUBHASL HH(OPMALIKS B CETH O Tebe.
Komnpomerupyromas nHGopmarus pa3MelieHHas B UHTEpPHETe MOKET CepPbEe3HBIM 00pa3oM
OTPAa3UThCS HA TBOEH PEAIbHON KU3HH.

«udposas pemyramus» - 3T0 TBOW UMHJIK, KOTOPbIH popMupyercs u3z uHPopmanuu o Tede B
WUHTEPHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJM3KHUX — BCE ATO HAKAIIJIMBAETCS B CETH.

MHorue noJpoCcTKH JETKOMBICIEHHO OTHOCATCS K IMyOIMKaMK JTUYHON HH(OpMAIUK B
WuTepHeTe, HE MOHUMAsi BO3MOXHBIX MOCIeCTBUM. ThI 1axke He CMOKENIb 10raaThCsl O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ajd, cTaja MIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienue TBoux ¢ororpaduit u 1pyrue JeiHCTBUS MOTYT HE HCUE3HYThH JIaXkKe
MOCJI€ TOTO, KaK Thl UX yJAIHIIb. Thl HE 3HACIIH, KTO COXPAHIII 3Ty HH(POPMAIIHIO, TIOTaJia JIX
OHA B MMOMCKOBBIE CUCTEMBI M COXPaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKPY>KaloIlee JIF0/Id, KOTOphIe HAUAYT U YBUIAT 3T0. HaliTu nHdopmaIiio MHOTO JIET CITyCTS
CMOKET JI000i1 — Kak U3 T0OPBIX MOOYKACHH, TaK U C HAMEPEHHEM MIPUYUHUTE Bpell. ITO
MOET OBITh KTO YT'OJTHO.

OcCHOBHBIE COBETHI IO 3alIUTE LIUPPOBOIN penyTaIiu:

1. Tomymaii, mpexJie 4eM 4TO-TO MyOJIMKOBATh U MepeIaBaTh y ce0si B 6JI0Te WilH B
COIIMATLHOM CETH,

2. B nacrtpoiikax mpoduis yCTaHOBH OTpaHUYEHUS HA TIPOCMOTP TBOETO MPOUIIs U €ro
COAEPKUMOTO, CIETal €ro TOJIBKO IS IPY3Eh»;

3. He pa3memaii u He yka3biBail HH(pOpMAIIHIO, KOTOPask MOKET KOTO-JIM0O0 OCKOPOISITh UITH
O0MKATh.



ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIFHUKHU— aKTUBHBIE TI0JIH30BATENN IIU(PPOBOTo nmpocTpancTBa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTo MUpa TpedyeT
COOJIIOJICHHSI TTPAB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMHUH «MHTEIJIEKTYyalbHasi COOCTBEHHOCTB)» OTHOCHUTCS K PA3JIMYHBIM TBOPEHHUSIM
YEJOBEYECKOr0 yMa, HAYMHAsl C HOBBIX M300pEeTEeHHH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH , U 3aKaHYMBast KHUTaMH, poTorpadusiMu, KHHOPHUIbMaMH U
MY3bIKaJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKHE MpaBa — 3TO MPaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPATyphl U UCKYCCTBA.

ABTOpCKUE NpaBa BBICTYIAIOT B KAYECTBE TaPAHTUU TOT'0, YTO UHTEIIEKTYaJIbHBIA/TBOPUECKUIA
TPyA aBTOpa He Oy/IeT HalpacHBIM, JaCT €My CIIPaBeJIMBBIE BOZMOKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TPY/ia, MOJIyYUTh U3BECTHOCTh U NIPU3HAHUE.

Huxro 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOM3BOAUTE €r0 IPOU3BEACHUE, paCIPOCTPAHSATh,
yOJIMYHO IEMOHCTPUPOBATH, IPO/1aBaTh, UMIIOPTUPOBATH, IIyCKaTh B IPOKAT, IIyOJUYHO
UCIIOJIHAT, I0KA3bIBATh/UCIIOIHATh B 3pUpe UK pa3mewats B lHTepHeTe.

Hcronp30BaHne «ITHPATCKOTO» MPOrPAMMHOTO 00ECIIeYeHHUsT MOXKET PUBECTH K MHOTUM
pHCKaM: OT OTEPU JaHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPONCTBA, Ilie
YCTaHOBJIEHHBIN HE JierajgpHas nporpamma. He ctout takske 3a0bIBaTh, 4TO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJie

CeteBHUOK.p(h — TBOM INIaBHBIN COBETUUK B CETU. 3/1€Ch Thl MOXKEIlb Y3HATh O O€30IIaCHOCTH B
CEeTH MOHSATHBIM M JOCTYITHBIM SI36IKOM, a TTPH BO3HUKHOBEHUH KPUTHUECKOW CUTYaIUN
00paTUTHCS 32 COBETOM. A Tak)Ke NMPUHATh y4yacTHE B KOHKYPCaxX U CTaTh CaMbIM LIU(POBBIM
rpaXxaaHuHOM!



